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 Use the Chat window throughout the presentation –
questions will be addressed at the end

Welcome!

Questions?

Chat



1. Background
2. Explanation of the certification process
3. Timeline
4. Recent developments
5. What can you do?

Agenda



 NIST 800-171 not a one size fits all framework
 CMMC is NIST 800-171 segmented into levels*
 CMMC Objectives

ꟷ Protect CUI and FCI
ꟷ Identify shell companies

 Every DoD control will have a CMMC level requirement
 Applies to

ꟷ Prime contractors
ꟷ First-tier subcontractors

Background



Levels



Practices



Practices (Controls)



Know Applicable 
Level

Perform a 
Readiness 
Assessment

Remediate

Hire a CMMC 
Assessor

Assessor Conducts 
Certification 
Engagement

Certificate Issued if 
Passed

Repeat Every 3 
Years

Process

Occur in year 
one only, unless 

level 
requirements 

increase



Expectations
• Verbal explanation of processes
• Review of available documentation

• Document IT policies, procedures, reviews, and approvals
• In‐depth review of required documentation

• Verify/test what is documented agrees with what is practiced
• Potential major time and money resource requirements

• Review and measure processes for effectiveness
• Responsive to corrective action when needed

• Standardized processes are optimized across the organization
• Increased depth and sophistication of cybersecurity capabilities

Le
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l



Timing



Version 1.00 Released January 30, 2020
Public Briefings, Main Model, & Appendices

Recent Developments



Version 1.02 Released March 18, 2020
Administrative corrections only

Recent Developments



Verify Your Organization is Real
Released May 2020

Recent Developments



Level 1 Cost Expectations
Released May 2020

Recent Developments



Assessor Training and Certification Process
Released June 2020

Recent Developments



 Prime Contractors – contact your regular source for 
DoD contracts and request CMMC level expectations

 First-tier Contractors – contact the prime contractor 
and request CMMC level expectations

You will need at least CMMC Level 1 Certification.
There will be no scenarios without at least Level 1.*

What Can You Do?



All Levels
 Perform a readiness assessment

ꟷ Self assessment
ꟷ Utilize a third party

 Remediation
 This is NOT a certification

What Can You Do?



Readiness Assessment Level 1
 A self assessment is a realistic option

ꟷ CMMC Appendices v1.02 should be used
ꟷ The “spending about an hour” is not realistic

 Remediation – days, weeks, or a month
ꟷ Very unlikely to involve major expenditures

What Can You Do?



Readiness Assessment Level 2
 A self assessment may be a realistic option

ꟷ CMMC documentation on practices should be used
ꟷ Moderate to strong skillset in policy & procedure 

development needed
 Remediation – 30 to 45 days

ꟷ Find a NIST 800-171 policy & procedure template
ꟷ Modify template to your environment and improve 

processes as needed

What Can You Do?



Readiness Assessment Level 3
 Utilize a third party

ꟷ Level 3 is very technical, for example we use a 
combination of IT compliance auditors and cybersecurity 
experts for level 3 readiness assessments

 Remediation – 1 to 3 months
ꟷ First level where remediation can potentially have major 

costs to remediate

What Can You Do?



Readiness Assessment Level 4
 Utilize a third party
 Remediation – 3 to 9 months

ꟷ May involve significant expenditures

What Can You Do?



Readiness Assessment Level 5
 Utilize a third party
 Remediation – 9 months to 1 year+

ꟷ May involve significant expenditures

What Can You Do?



Resources

Files will be available 
for all participants

https://www.acq.osd.mil/cmmc/index.html



Questions?



Thank you
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